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Abstract—Today computer and the internet play an 

important role in our daily life. We have shown highly 

remarkable of automated behavior that is criminal in 

violation of terms of services such as auto sharing or send 

friend request. SO, CAPTCHA is used for protecting 

webpages against automated programs which are called 

bots. It is providing challenge response tests that 

determine whether or not the users are human or bot. It 

contains various contorted letters that are difficult for 

attacker’s bots, but easy for humans. Since there are a 

lot of services on the internet, for example (email, social 

network, search engine) which allow users to register, 

during registration, some attackers write malicious 

programs that make website resources damaged by 

making automated software which is called (Bots). Many 

research developed more techniques to prevent accessing 

web resources by spammers.  This paper introduces a 

new mechanism of CAPTCHA approach using extended 

finite automata (XFA) for securing web pages and online 

social networks against a new breed of bots. The XFA 

CAPTCHA is a CAPTCHA based on image which 

generates its tests using the automata Graph technique. 

The result of our research evidence that the mechanism 

of XFA CAPTCHA is effective in terms of security and 

usability respectively. As a result of that, it improved the 

rate of efficiency by 97.8%, the time for solving is around 

20 seconds, and the value the probability of success rate 

for speculation attack is decreased to 1.03% in average. 

When compared to other CAPTCHAs, the XFA 

CAPTCHA is a strong competitor in terms of security 

and usability function. 

Keywords—CAPTCHA, Extended finite automata, 

BOTS, Security, System usability scale, Effectiveness, 

Efficiency 

I. Introduction 

Some internet resources and services are attacked 
by Bots, which are automated programs [1]. Bots can 

perform behaviors like humans with no method to 
distinguish them from human action. It can run a series 
of scripts that perform (good/Malicious) tasks that can 
be completed on the internet that don’t require human 
interaction. In the past, online social network 
applications, for example, hacking email accounts by 
using a combination of password and Facebook 
become hacked by social bots. To prevent all of this, 
we use CAPTCHA (Completely Automated Public 
Turing Test to Tell Computers and Human Apart) [2] 
to protect emails and other webpages. CAPTCHA is a 
challenge response technique which provides a test that 
is difficult to answer by bots and it is easy to answer by 
users. There are several CAPTCHA techniques that can 
be divided into CAPTCHA based on Text [3,4,5], 
CAPTCHA based on Image [6,7,8], CAPTCHA based 
on video or CAPTCHA based on audio [9]. Designers 
of CAPTCHA must equilibrium between two major 
factors: The Usability to validation of participants and 
the Robustness versus the spammer. In this paper, we 
intend to develop a new technique of CAPTCHA 
known as XFA CAPTCHA for protecting webpages 
and online social networks against harm attacks. XFA 
which augments traditional finite state automata (FSA) 
with a finite scratch memory used to remember various 
types of information relevant to the progress of 
signature matching. Since an XFA is an FSA 
augmented with finite scratch memory, it still 
recognizes a regular language, albeit more efficiently 
than an FSA. Our technique is relayed on the 
functionality of the extended finite automata (XFA) 
Graph approach as a common automata type for 
developing the tests of XFA CAPTCHA [7]. The rest 
of this paper is organized as Section II presents the 
related works, Section III presents our proposed XFA 
CAPTCHA mechanism, Section IV presents the  
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evaluation and  experimental results, Section VII 
formulates the Conclusion of this work. 

 

II- REALTED WORK 

In this section, we will spotlight on various 
types of CAPTCHA which rely on non-optical 
character recognition (non OCR) and optical 
character recognition (OCR) based [11]. This part 
is not proposed to be a comprehensive study of all 
research. We spilt CAPTCHAs into two parts, 
cross ponding to their proficiency required to 
answer them: 1-based on text, when text detection 
is required, and 2-based on image, the ability of the 
user to detect pictures. Nowadays, Google 
introduced no CAPTCHA, a system that uses an 
advanced risk analysis, back-end that considers the 
engagement of the user and requires the user to 
enter either a text or an image defy [12].  

A. CAPTCHA based on text 
Show an obscure word included in a picture, 

and tells the participant to indicate and write it, 
often appears in a text box. Baird et al. [13] In 
2002, the earlier CAPTCHA based on text was 
introduced. Many other researchers worked on 
this type of design after the first suggestion. After 
this first suggestion, many other researchers 
worked on this type of design. Many researchers 
spot light on progress in the flexibility versus 
automated hackers [14,15]. Recently, CAPTCHA 
based on text has been more used [16]. We 
introduce two examples of CAPTCHA based on 
text, as CAPTCHA Star [40], does not require 
using a keyboard to type their answer: 
ICAPTCHA [17] and DDIM-CAPTCHA [18]. 
The researchers of ICAPTCHA [19] spotlight on 
their efforts to avoid the relay attacks [20]: for 
example, when a spammer uses an external paid 
person for solving the CAPTCHA. This 
CAPTCHA is based on text to calculate and 
analyze the interactions that the user do while 
solving the test. I CAPTCHA asking the user with 
a traditional obscure word. For every word, the 
user has to use a series of obscure letters to form 
her or his answer. I CAPTCHA validation works 
on two level fronts. The first one, the validation of 
the answer, distinguishes between a genuine user 
and an automated script. The second one, the time 
interleaves after pressing any button UN masks 
the user's legality from external users. Although, 
considering this kind of UN masking weak, 
because of the cumin of the network connection 
can affect the calculation of the interspersion 
times. I CAPTCHA shows the participant a little 
set of electing characters that compose the 
answers of the test. However, this technique 
improves usability while also raising the average 
of threatened attacks that Optical Character 

Recognition (OCR) application. The design of 
CAPTCHA presented by Ye et al. [21] (Which is 
called a DDIM - CAPTCHA) includes obscure 
terms such as traditional CAPTCHA based on 
text. The major distinct from the other design by 
the participant can answer a test: by asking the 
participant to write the solution, this type of 
CAPTCHA requests the participant to select the 
right character from a group of characters into a 
“box of solution”. Letters in a grouping of 
Characters are overlapped to each other, so the 
participant must fixed react to the group of 
characters to pick the character she/he wants. 
However, re-CAPTCHA [22] is the most popular 
type that is based on text. A- Usability features: 
The first execution of CAPTCHA based on text 
has a short time for completion and a rising 
success rate for legality users.  The prescript to 
answer a CAPTCHA based on text is easier to 
understand. Actually, they don’t need any 
knowledge of the participant, anticipate the ability 
to read and use a keyboard to write the solution, 
anticipate for particular designs an example, I 
CAPTCHA [19]. However, typing the solution 
with a keyboard wears away the CAPTCHA 
usability on a smartphone. B-Attacks: The most 
common way to automatically answer 
CAPTCHA based on text by using Optical 
Character Recognition software.  Designers of 
CAPTCHA and spammers took part in a combat 
of intelligence. This combat drive to make 
enhancement of Optical Character Recognition 
software, however, making Optical Character 
Recognition more effective bluster [23] to 
CAPTCHA based on text. A relay attack is 
another different effective approach to answering 
CAPTCHA: some organizations use time of real-
person labor to answer CAPTCHAs [24]. This 
type has a high success rate [25]. The attack 
strategies versus CAPTCHA are based on text. It 
can be divided into: 

1)  send the test to paid persons that can answer it  

2) If the solution is a word of sense, use software for 

optical character recognition with the 

combination of a dictionary. 

3) Use optical character recognition software on a 

single character respectively. 

4) Word segmentation, in order to guess a single 

picture for each letter. 

5)  Removing line which can be added as a 

delphinium to the process of segmentation. 

6) Filling the space within each letter, to enhance the 

effectiveness of optical character recognition. 

7) Repairing letters outline by repair cracked lines. 

This technique affects analyzing spaces between 

pixels. The Spammer integrates a pair or more of 

these attack mechanisms to reach a high rate of 

success. Designers of CAPTCHA respond to 
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these attacks with many improvements to relieve 

their effectiveness.  

This type of CAPTCHA that is used to protect 

web pages and Online Social Networks versus 

spammers. We will introduce some mechanisms 

which are able to attack, for example an algorithm 

based on shape recognition [20], an algorithm 

based on image segmentation [25]. Various 

CAPTCHA mechanisms have been proposed for 

protecting resources and web pages from 

spammers based on novel designs. 

B. CAPTCHA based on image 
 Asking the user to observe picture or to react 

with objects displayed on screen to detect the 
answer. Dislike CAPTCHA based on text, every 
CAPTCHA based on image has a different design 
from each other. So, CAPTCHA which appears to 
the   participant at first time requires more tension 
to know how it works. Research proves that 
CAPTCHA depends on image are highly 
estimated by participants [27]. Actually, 
CAPTCHA depends on image had a higher rate of 
success and they have little quarreler than 
CAPTCHA depends on text [28]. We divided 
CAPTCHA based on image into three 
subcategories: motion, static and interactive. One 
of the delegates static CAPTCHA depend on 
image was Asirra [11]. Asirra asks the participant 
to differentiate between dogs and cats, from 
several different pictures picked from web page 
example of Asirra shown in figure 1. Another type 
is a Collage [29]: it needs to press in a given 
image, through 6 pictures. Deep CAPTCHA [28] 
asks the participant to arrange six 3d models of 
objects in the real world according to their size. 
Other designer spot light on CAPTCHA that 
depend on video other than static picture 
recognition. Such as, Motion CAPTCHA [30] by 
choosing a random video from a database, then 
asking the user to distinguish through 
performance done by the person in the video. For 
example, YouTube Videos CAPTCHA [31, 32]. 
Another type Play Thru [33] asks the participant 
to answer a generated mini-game. These kinds of 
games seek to select shapes on their right spots. 

c) Features of usability 
 Since CAPTCHAs based on image have 

various types, so usability may be changed 
according to their design. CAPTCHA based on 
image does not need to use a keyboard. Because 
of this, users of smartphones and tablets like 
CAPTCHA based on image over CAPTCHA 
based on text [34, 35]. Game-based CAPTCHAs 
[23,25,26] is a new approach that is designed to 
be more easy to understand and simpler than other 
types of CAPTCHA. It quarrels the participant to 
answer easy games, for example CAPTCHA Star 
[28,29], and GISCH CAPTCHA [41,42]. The 

VIKAS server generates CAPTCHAs characters 
of a variable length containing alphanumeric 
characters. The CAPTCHA verification stores the 
key generated by the server throw using the key 
position of the virtual key. Without using noise 
and distortion make it easy to solve by bots, 
example of VIKAS shown in figure2 [46,47]. The 
Hear Act CAPTCHA audio-based, where users 
are required to listen to a voice with background 
noise and then identify and type the numbers or 
words that are read [47]. CAPTCHA based on 
Gesture [43] is a new generation of another type 
that is provided on smart phones and Tablets, such 
as, Srinivas et al in [44], developed a hand 
CAPTCHA based on gesture mechanism which 
requires recognition function and matching of 
pattern. Another type of CAPTCHA is Four-
Dimensional Usability Investigation of Image 
CAPTCHA [45]. Their method depends on the 
usability for every design factor evaluated by four 
parts:  effectiveness, eye tracking, efficiency, and 
satisfaction. The problem with it is the smallest 
number of users that use its only 37 users and it is 
made in a laboratory that is different from real-life 
scenes example, shown in figure 3. Another type 
of CAPTCHA based on human imagination is 3D 
CAPTCHA [48]. Table1 compares the 
speculation success rate of attacks in other 
CAPTCHA types. 

 

Figure 1:example of Asirra CAPTCHA 

 

 

Figure 2:example of VIKAS CAPTCHA 

 

Figure 3: Image CAPTCHA employs a 3×3 
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III. THE PROPOSED XFA CAPTCHA 

This part, will present a new generation of 
CAPTCHA which is called XFA CAPTCHA, a 
new mechanism for securing web pages versus 
spammers. The main functionality of the 
CAPTCHA based on XFA relay on two 
strategies: 

1) The XFA automata Graph that is used to 
generate CAPTCHA’s tests [7]. 

2) Clickable CAPTCHA [35,37]  

We use these two types in order to improve the 
semantics of our new generation of CAPTCHA’s 
test versus types of Bots. The main mechanism of 
this CAPTCHA is increasing level of satisfaction 
and usability for the participant. Whereas, 
security enhancement versus Bots. In the 
following, we prepare an overview of our design, 
architecture and methodology of the mechanism 
of our proposed XFA CAPTCHA. The XFA 
CAPTCHA architecture includes two important 
parts: 

1) XFA CAPTCHA Generator: in this phase, the 

CAPTCHA system randomly gets the puzzle of 

our XFA CAPTCHA from the Database 

expecting a secure online service or social 

activities. 

2) The Verification XFA CAPTCHA: In this 

phase, the system of CAPTCHA verifies and 

validates the selected answer, which sorts words 

that can be predicted from the XFA automata 

graph. The input answer is compared with the 

right answers in the Database displayed in Figure 

4. 

 The main function of XFA CAPTCHA design 

relays on a very important strategy in automata 

which is called extended finite automata [7]. We 

use the finite automata graph in our designs to 

generate letters from different languages. In our 

proposed CAPTCHA, the user must follow 

arrows in order to select the correct answer. To 

make it more difficult for spammers (bots), the 

user must click on three buttons that contain the 

right answer to pass the test only in three minutes, 

not more. If the user clicks on wrong answer the 

CAPTCHA will change automatically to another 

one. However, when the user selects only one or 

two answers, the CAPTCHA will change to 

another one shown in figures 5,6,7. 

IV. EVALUATION OF EXPERIMENTAL 

RESULTS 

 
For each proposed system of CAPTCHA we 

must measure its security, usability [38] to 

Table 1:compare speculation rate of other CAPTCHA types 

Mechanism of 

CAPTCHA 

Probability 

success rate of 

Speculation 

Attack  

Collage-CAPTCHA   16.60% 

Deep-CAPTCHA  20.00% 

Motion-CAPTCHA  25.00% 

Video-CAPTCHA  30.00% 

Jigsaw-CAPTCHA  6.66% 

CAPTCHAStar!  9.00% 

Videop-CAPTCHA 2,68% 

Figure 4: XFA CAPTCHA Architecture 

 

Figure 5: proposed XFA CAPTCHA 

 

 
 

Figure 7: another example of XFA CAPTCHA of 

three state 

Figure 6: XFA CAPTCHA with four state 
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participants and robustness versus bots [39]. 
Good CAPTCHA must balance between 
robustness and usability [49,50].  

A. XFA CAPTCHA Implementation 

The algorithm used to generate new XFA 
CAPTCHA for every login user attempt is as 
follows: - 

 Step 1: Start. 

Step 2: For all users Ui enter user name, email, age.  

Step 3: Computer generates XFA CAPTCHA for 

registered user.  

Step 4: The user will select the correct three answers 

according to XFA CAPTCHA.  

Step 5: If the user selects the wrong answer, click 

erases.  

Step 6: User clicks on the submit button. 

Step 7: If the answers are correct then 

             The user passes the test. 

Step 8: Else  

       The user can solve another test again. 

Step 10: End for.  

B. Calculate usability  

In order to measure the evaluation of XFA 
CAPTCHA on webpages by calculating the 
usability, we selected nine CAPTCHA challenges 
(Q1, Q2, Q3, Q4, Q5, Q6, Q7, Q8, and Q9). A 
group of 255 participants are selected randomly. 
Chosen participants are divided into staff 
members, different learning levels and ages, 
students to solve our proposed CAPTCHA. We 
rated users into three groups according to their 
learning levels: intermediate education (70 users 
within ages between14-18), higher education (110 
users within ages between19-26), and University 
graduated (75 users within ages between27-55). 
We invited the users through a public link to our 
research that we publish on the internet. Our 
research analyzed by taking into consideration the 
standard: ISO/IEC 9126-4 strategy to metrics of 
usability [41], which exhorts the usability must be 
calculated based on three factors; Satisfaction, 
Efficiency and Effectiveness. 

1- Effectiveness: can be evaluated by calculating the 

Completion Rate of our CAPTCHA’s challenges. 

It can be measured by allocating variable one if 

the participant can answer the CAPTCHA 

challenge and zero if the participant cannot 

answer. It can be evaluated as in (1). 

𝑒𝑓𝑓𝑖𝑐𝑡𝑖𝑣𝑒𝑛𝑒𝑠𝑠 = (
𝑆𝑈

𝑁
) × 100                         (1) 

 

Whereas the SU represent the overall number of 

felicitous users who solved the CAPTCHA 

challenge, and N represents an overall participant 

number. 

2- Efficiency: for the system of CAPTCHA is 

calculated according to Solve our proposed 

CAPTCHA in a given period of time. So, 

the total relative effectiveness using the time 

ratio taken by the participant who passes the 

test successfully according to the overall 

time taken by all participants. Can be 

evaluated as in 2. 

 

𝐸𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦 =
∑ ∑  𝑛𝑖𝑗 𝑡𝑖𝑗

𝑁
𝑗=1

𝑅
𝑖=1

∑ ∑ 𝑡𝑖𝑗
𝑁
𝑗=1

𝑅
𝑖=1

× 100              (2) 

                      

Whereas, (R) is the number of all participants, 

(N)represents all numbers of CAPTCHA 

challenges, (nij) represents the result of answering 

CAPTCHA, the identifier (j)represents tests by 

participant (i); if the participant passes the 

challenge successfully, then (nij) will be one, if 

the user can’t pass the test, then the value of (nij) 

will be zero, and (tij) storing spent time of the 

participant (i) to finish the task (j).  

 

3- Satisfaction: can be calculated by representing 

some questions to a group of users. This makes it  

difficult to evaluate the perception of the users of 

simplicity of using the system to be measured. In 

this research, we used SUS (System Usability 

Scale) [44] which includes ten challenges about 

the perception of users of XFA CAPTCHA. A 

forty different participants divided into three 

categorized groups (intermediate education, 

Higher education and University graduated) 

respectively have been asked. The answers of 

users are classified into value one which means 

strongly disagree to value five which mean 

completely agree, then we clench the algorithm 

for calculating satisfaction quadrate to System 

Usability Scale (SUS). These results establish that 

XFA CAPTCHA has perfect satisfaction for 

participants, like the score curve of SUS is greater 

than the stringent satisfaction limits, which is 

sixty-eight according to the measure of system 

usability scale. Our results to measure 

 

Figure 8:  gender percentage 
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65%
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effectiveness, satisfaction, ratio for solving time 

and efficiency of the XFA CAPTCHA are drawn 

in figures 8,9,10,11,12 respectively. Comparison 

between XFA CAPTCHA and other types shown 

in table 2. 

 
 

       Table 2: comparison between our CAPTCHA and others 

 
C. Security and Robustness Evaluation 

 
The strength and weakness of any type of the 

system of CAPTCHA are calculated by how 
extremely the speculation of CAPTCHA can be 
solved by a spammer. Because of this challenge, 
we represent the toughness of XFA CAPTCHA 
versus speculation of attacking using the 
Binomial Distribution function as in 3. 

                  𝑝(𝑥) =
𝑁!

𝑋!(𝑁−𝑋)!
𝑃𝑋𝑄𝑁−𝑋          (3)               

Whereas N represent number of all words that 
can be provided for solving automata of XFA 
CAPTCHA, X represents the number of correct 
words that represent the solution of the test, P 
represents the probability of passing the test, and 
Q equal to (1-P) which represent the probability 
of failed in any test. Each result is evaluated from 
calculating the Binomial Distributed Function for 
the nine XFA graphs of the XFA CAPTCHA is 
shown in Figure 13,  

 Effectiveness Efficiency Satisfaction 

A Captcha-Based 

Graphical 

Password with 

Strong Password 

Space and 

Usability Study  

success rate 

1st:37% 

2nd:35% 

3rd:21% 

Fail:6% 

Not 

calculated 

Not 

calculated 

Necklace 

CAPTCHA  

Success rate  

95.6% 

Fail:4.4 

93.33% Higher than 

68 

Four demission 

investigation 

CAPTCHA [45] 

Success rate 

92.03% 

fail 

7.97% 

- higher 

XFA CAPTCHA Success: 

94.99% 

Fail: 5.01% 

97.8 92.5% 

 

Figure9: effectiveness of XFA CAPTCHA 
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Figure 11: Average solving rate over time for XFA CAPTCHA 

 

 

Figure10:RE-Efficiency for XFA CAPTCHA test 
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Figure 12: system usability scale for XFA CAPTCHA 
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The amount in the yellow column shows the 

smallest number of speculation spam the level of 

probability for every XFA CAPTCHA graph. 

However, the Binomial Distributed function is 

used to measure the probability of correct answers 

of a given word of the XFA CAPTCHA model. It 

is necessary to arrange every word in the correct 

position. For example, bots aren’t defying to 

guess words of the answer of different any 

CAPTCHA, However the challenge of sorting 

every word in the correct order to solve the 

CAPTCHA tests. So we must change the 

Binomial Distributed Function P(X) to normalize 

the function NP(X) as in 4. Reaching the 

equilibrium between security and usability of 

XFA CAPTCHA requires defy access to predict 

three words for passing the CAPTCHA challenge 

shown in table 1. We compared the results 

between XFA CAPTCHA and other types of 

CAPTCHA approaches according to the 

toughness and speculation attack passing 

probability is shown in Table 1. 

                  𝑁𝑃(𝑋) =
𝑃(𝑋)

𝑋!
                                            (4) 

 

                     VII. CONCLUSIONS 

We present a generic mechanism for converting 

regular CAPTCHA based on text into image and 

clickable CAPTCHA. Our user, study shows that 

our XFA CAPTCHA can be solved faster than 

other types. However, XFA CAPTCHA doesn’t 

rely on a static database of images. The security 

of our XFA CAPTCHA is reducible to the 

security of CAPTCHA based on text. Which is 

wasted time. Indeed, users were able to 

successfully solve rate up to 97. 8%and system 

usability scale, 92.5%. Finally, the majority of the 

users who solved the challenge in our contribution 

preferred XFA CAPTCHA rather than other types 

of CAPTCHA.  
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