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Abstract

The emergence of the Internet of Things (10T) represents a significant trend, where integrating IP, data, and wireless
technologies onto a single network yields substantial advantages that are both essential and appealing. However, the
amalgamation of these entities introduces novel susceptibilities and opportunities for infiltrating 10T networks, thereby
necessitating the perpetual advancement of integrated security methodologies. This study investigates the feasibility of
utilizing the Rivest-Shamir—Adleman (RSA) method, based on the Miller-Rabin technique, as a stream key generator
with five distinct hashing functions to attain robust digital signatures. The RSA encryption method underwent a
comprehensive battery of tests to assess its validity, and its encryption efficacy was evaluated through mathematical
analysis. This research examines the assessment of digital signatures by utilizing five distinct hash functions in
conjunction with RSA keys. Each signature file was assessed based on four tests: entropy, floating frequency,
autocorrelation, and histogram analysis. The tests were conducted on a document with a size of 256 bytes. In addition,
nine hash algorithms were utilized, namely SHA224, SHA256, SHA384, SHA512, BLAKE2B, BLAKE2S, MD5, MD2,
and RIPEMD160. Different algorithms were used for varying key sizes and word counts for hashing. The experiment
was repeated 100 times to obtain precise measurements of the average time and entropy. The findings indicate that when
implemented with an appropriate key length, RSA exhibits both efficiency and sufficient security to be deployed in loT
networks.
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1. Introduction

Encryption and decryption are two critical procedures in cryptography. Encryption encodes the initial data
into a message that cannot be read as the original. In contrast, decryption converts the encoded message back
to the initial message. Further, to achieve higher levels of security, data signing verifies the data's sender and
typically includes some encryption in the process. Signing sensitive data, emails, and other online documents
has become vital since it confirms the sender's identity and assures the data has not been changed during
transmission.

Thus, Digital Signature [1] is a cryptographic technique used in signing electronic documents or messages
to grant authentication [2]. Digital signatures are widely utilized nowadays within commerce and the financial
industry (e.g., money exchange), marking digital contracts and, in numerous other scenarios, marked electronic
records trade, marking exchanges within the public blockchains (such as exchange of tokens, coins, or other
computerized assets) [3-6].

Digital signatures are unable to determine who has created a specific signature. [7]. This could be handled
with digital certificates that link a person's identity to a public key proprietor (organization, individual, web
location, or other). While establishing digital signatures, messages are bound to public keys rather than
advanced identities. The public-key cryptographic algorithms (e.g., ECC and RSA) and public/private key sets
are widely used in digital signature schemes. In Figure 1, the private key is for signing messages, and any
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signature process is verified using the correlated public key [8-10]. On the other hand, digital signatures are a
relatively recent technological development that authenticates the sender's identity concerning sent digital data.
The recipient or a neutral party could independently verify this binding [11-12]. Digital signatures are
cryptographic values calculated with data and keys known only to those who signed the documents [13].

In practice, a message's recipient must check its authenticity before acting. Therefore, even the sender should
not be able to disprove the message's authenticity. This criterion is crucial since the possibility of a data
exchange disagreement is significant in commercial applications. Figure 2 presents the full model of the digital
signature scheme as public key cryptography.

Fig. 1. Digital signature process

Fig. 2. Digital signatures full model

It ought to be noted that a hash of data is usually produced rather than immediately signing data via signing
algorithms. The hash of data can be a unique representation of data. Thus, the hash can be signed in place of
the data. The proficiency of schemes is the major fundamental cause for employing hashing techniques rather
than data directly for signing. Signing massive amounts of data with modular exponentiation consumes time
and computation costs [14]. Furthermore, the hash data may be a small digest of the data; consequently, signing
hash values is more effective than fully data-signing [15].

Finally, this work has two-fold contributions: (i) presenting a detailed study about digital signatures and
illustrating how digital signatures can improve online data security, integrity, authenticity, and non-repudiation.
(if) Evaluating different digital signature algorithms with hashing functions to secure Information from
unauthorized access. This paper is structured and organized as follows: Section 2 discusses a background for
digital signatures, followed by digital signature tools in Section 3. The work methodology is depicted in Section
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4. Then, in Section 5, performance and security analysis are discussed. Section 6 introduces the security
evaluation of nine hashing functions with RSA for digital signature. Finally, the paper is concluded and gives a
summary of the future work in the last section.

2. Background

The digital signature techniques with public keys cryptography is a major and effective way out of all
cryptographic primitive techniques because it achieves information security. In addition, Digital signatures
provide messages with non-repudiation and can provide data integrity and message authentication. Briefly,
digital signatures are important for achieving (i) Message authentication, (ii) Data integrity, and (iii) non-
repudiation [16-18]. Finally, the cryptosystem provides the four key aspects of security: privacy, integrity,
authentication, and non-repudiation, which can be established by combining public-key encryption with any
digital signature technique. Digital signatures based on public key cryptography are widely recognized as one
of the most important and useful tools for ensuring data integrity. In addition to the non-repudiation of the
message, the digital signature also provides data integrity and message authentication. Digital signatures are
important nowadays for (i) Data Integrity. (ii) Non-repudiation. (iii) Message authentication.

Furthermore, digital communication systems prefer exchanging encrypted messages to sending
confidentiality plaintexts [19]. However, in schemes based on public-key encryption, a sender's public key is
openly accessible; as a result, anyone can spoof it and transmit an encrypted message to the receiver [20]. As a
result, users manipulating public key cryptography for encryption must acquire digital signatures amongst
encrypted data to ensure message authentication and non-repudiation. There are two ways to accomplish this:
(i) sign-then-encrypt and (ii) encrypt-then-sign. Although, a receiver can use sign-then-encrypt cryptosystems
to impersonate the sender's identity and then send this data to a third party. So, this is why this procedure is not
recommended. On the other hand, the encrypt-then-sign technique is extensively used and more dependable, as
illustrated in Figure 3.

Fig. 3. The process of encrypt-then-sign technique

Most public-key cryptosystems, including RSA [21], DSA [22], and ECC [23], offer secure digital signature
techniques. RSA, DSA, ECDSA [24], EDDSA[25], ElIGamal [26], and Schnorr[27] are the most well-known
digital signature schemes/algorithms. These signature systems were developed in response to the difficulties of
the discrete logarithm problem (DLP) [28] and (ii) the elliptic-curve discrete logarithm problem (ECDLP) [29],
both of which are quantum-breakable. Quantum-safe [30] digital signature schemes such as SPHINCS [31],
BLISS [32], and XMSS [33] are not widely utilized due to their long key length, slow performance, long
signature with the comparison to EADSA or ECDSA, for example. The most used digital signature methods are
those based on RSA, ECDSA, and EdDSA. Figure 4 summarizes the different algorithms for creating digital
signatures. Table 1 [34-37] briefs the main characteristics of each digital signature algorithm, while Table 2
compares the main features of each hash function.
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Fig.4. The digital signatures algorithms

Table 1. Comparison of Digital Signature Schemes and Algorithms

Algorithm Type of Algorithm Security Requirements Simulation Speed
RSA [21] Asymmetric Specialized algorithms are needed to factor integers with specific qualities. Fast
DSA [22] Asymmetric Random generators are required for private keys. Fast
ECDSA [24] Asymmetric Random generators are required for generating keys. Fast
EdDSA [25] Asymmetric A long key length that enhances the insecurities of ECDSA. Fast
El-Gamal [26] Asymmetric Two phases of the key generator compute a single key pair for one user. Fast

Table 2. Comparison of the Main Characteristics of each Hash Function [38-43]

Hashing Function Msg. Block Size The Size of Digest (bit) Collision

MD2 128 128 Yes
MD4 512 128 Almost

MD5 512 128 Yes
SHA-0 512 160 Yes

SHA-1 512 160 Disability
SHA-256/224 512 256/224 No
SHA-512/384 1024 512/384 No
RIPEMD 512 128 Yes
RIPEMD-128/256 512 128/2556 No
RIPEMD-160/320 512 160/320 No
WHIRPOOL 512 512 No

3. Digital Signature Tools

After a detailed comparative study of existing software tools for digital signature with encryption tools, the
list of software includes the following:
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e Encyro: Send secure email and attachments to any email address without requiring recipient sign-up.
Clients may transmit files and secure communications by clicking a single link. Advanced compliance tools
let you request electronic signatures, and you may brand and customize the platform with your branding.

e Adobe Acrobat: to generate, transform, and exchange PDF documents, utilize Adobe Acrobat PDF editing
software. It can convert documents between Microsoft Office formats and PDFs. In addition, the free
Acrobat Reader mobile app may be used to view, annotate, and sign PDFs.

e DeliverySlip: A cloud-based system for email security, file sharing, and electronic signatures called
DeliverySlip provide high-grade email encryption, secure file transfer, electronic approvals, online forms,
bulk send, and more. The program functions inside Microsoft Outlook, Gmail, and several other programs.

e JotForm: The automatic e-signature process called Jotform Sign is created to make your workflow more
efficient. The best method for gathering e-signatures is Jotform Sign, which has field recognition, an easy
constructor, and connectors with excellent automation tools.

e eFileCabinet: Rubex is designed for back-office departments in every business, including those in HR,
Insurance, and Accounting, to reduce tedious labor by streamlining their repetitive document procedures.

e  Secure Exchanges: a technology that enables users to securely communicate, recover, and share massive
files of private data through emails, as well as to provide the most secure digital signature available.

e Nitro Sign: Without a printer, paper, or pen, anybody can quickly, effortlessly, and securely sign documents
with Nitro Sign. With unrestricted eSigning, corporate capabilities, and connection with the Nitro
Productivity Suite, Nitro Sign allows you to stay digital and be productive from anywhere.

o MeSign: offers services for email encryption, digital signatures, and timestamping for your business emails.
Automatically configure email certificates and encrypt email messages using the SIMIME standard. Both
on-premises and cloud key management are supported.

4. Methodology

After a comparative study of primality testing for Fermat, Solovay Strassen, and Miller-Rabin tests, the
Miller-Rabin test is more powerful than other tests [44-45]. So, public keys (e) and private keys (d) have been
generated based on the Miller-Rabin test—equations from 1 to 3 present the Miller-Rabin calculations. The
value range of the prime numbers (q) and (p) of the Miller-Rabin have been entered independently. The
effectiveness of the RSA calculation depends on, among other things, the capacity to arbitrarily select two huge
prime numbers, p and g. Table 3 compares the tested hash function’s bit length.

e = phi(N) 1)
philN) = (p—1(q—1) (2)
d = e —1.mod(phi(N)) (3)

Table 3. Comparison of Tested Hash Functions Bit Length

Index Hash Function Key Generation Bit Length of Hash Bit Length of N
1 MD2 RSA KEY 128 304
2 MD5 RSA KEY 128 304
3 SHA RSA KEY 160 304
4 SHA-1 RSA KEY 160 304
5 RIPEMD-160 RSA KEY 160 304

Based on statistical testing and mathematical measurements, appropriate metrics are essential to explore the
randomness degree and encryption efficiency for the binary sequences delivered by different digital signature
algorithms. Those will be utilized for assembling proof whose yield sequences are random, have qualified
encryption, and can be used safely in the applications of converged networks. Each statistical test decides
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whether these sequences have truly random attributes. The performance evaluations were implemented using
Cryptool version 1.4.41 in a Windows 7 (64-bit) operating system with Intel Core i5-3317U @ 1.70GHz and 8
GB RAM. Figure 5 presents the scenario for creating signatures to test and validate the security of MD2, MD5,

SHA, SHA-1, and RIPEMD-160 algorithms with RSA keys.

Fig.5. Digital signature for documents scenario

5. Performance Analysis

The next sub-sections illustrate the evaluation of digital signatures using five hash functions with RSA keys.
Each signature file has been evaluated due to four primary tests (i) entropy, (ii) floating frequency, (iii)

autocorrelation, and (iv) histogram. Executing these tests has been done on a 256-byte document.

5.1. Entropy

Entropy is randomness cryptographic frameworks utilize to produce cryptographic keys [46]. Therefore,
great entropy is essential to produce strong keys. Table 4 summarizes the no. of different bytes in the
signature document and the entropy of the whole document. Entropy values reflect that current hash
algorithms have a moderate attitude but still need continuous development from researchers worldwide to

achieve high security.

Table 4. Entropy Comparison of Different Hashing Algorithms

. No. of different The entropy of the . .
Index Hash Function bytes of 256 bytes whole document Periodicity Security Level
1 MD2 85 331 Not Found Weak
2 MD5 89 331 Not Found Weak
3 SHA 100 3.90 Not Found Medium
4 SHA-1 103 4.02 Not Found Medium
5 RIPEMD-160 150 5.85 Not Found Strong

5.2. Floating Frequency Analysis

It is defined as the characteristic of local Information in the document at individual points [47]. The floating
frequency indicates the number of distinct characters detected in any 64-character document segment. Figure 6
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presents a floating frequency analysis of signature files in MD2. The x-axis presents section offset, while the y-
axis shows the number of unique characters in a 64-byte block.

Different characters per 64-byte block

Section offset

Fig.6. Floating frequency analysis of signature file using MD2

5.3. Autocorrelation Analysis

The autocorrelation of the bit sequence measures the proximity of different sequence parts [48]. For example,
the autocorrelation of an encrypted file can sometimes be used to calculate its key length [49]. This experimental
test of independence examines the relationship between successive outcomes of the pseudorandom number
generator and between the binary arrangements and version of the sequence that additional positions have
displaced. Figure 7 presents an autocorrelation analysis of signature files in MD5. The x-axis gives the offset,
while the y-axis shows the no. of different matching characters.

Number of matched characters

Offset

Fig.7. Autocorrelation analysis of signature files using MD5.

5.4. Histogram Analysis

A document's histogram graphically shows the character frequency distribution in a relevant window for a
certain document [49-50]. The histogram's x-axis contains all characters within a specific character set: In a
content window, the character set. While in a hexadecimal outputs and inputs window, this character set
includes the values 0 through 255. Each character's frequency appears (as %) on the vertical axis. Figure 8
shows the histogram of the signature files of different hashing functions is uniform. The x-axis presents the
value itself, while the y-axis shows the frequency.
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Frequency (%)

Value

Fig.8. Histogram analysis of signature files of different hashing functions

6. Security Evaluation of nine hashing functions with RSA for digital signature

The digital signature mechanism is shown in Figure 9. Nine different hash algorithms are used for further
analysis: SHA224, SHA256, SHA384, SHA512, BLAKE2B, BLAKE2S, MD5, MD2, and RIPEMD160. Each
algorithm is applied for different key sizes and many words to hash. Every single experiment is applied 100
times to find the average time and entropy accurately.

Fig.9 Digital signature mechanism

These experiments are done due to the following scenario:
(i) First step: Key Generation (using equations 4 and 5)

N=p=*q (4)
p=p@-Dx*(@-1) ()

: is the Euler parameter. e: is coprime with ¢ where e > 1 and e < . The public key is (n, e), and the private
key is (n, d).
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(ii) Second step: Message Encryption (using equation 6)

C =M¢modn (6)
e  Where M is the plain text, and C is the cipher text.
(iii) Third step: Message Decryption (using equations 7 and 8)
M =C%modn (7)
d=e tmodg (8)

6.1. Experiments Configurations

The experimental configuration is shown in Table 5. Each specific experiment is repeated 100 times to
accurately ascertain the average time and entropy. For instance, in an investigation involving the hash algorithm
SHA224, a key size of 512 and a text size of 100,000 are used 100 times. The same methodology is applied to
all other combinations.

Table 5. Experiments Configurations

Parameter Configuration
Total number of hash algorithms 9
The hash algorithms employed SHA224, SHA256, SHA384, SHA512, BLAKE2B, BLAKE2S, MD5, MD2, and RIPEMD160.
Employment Each algorithm is employed with varying key sizes and a distinct count of words for hashing.
Key sizes 512, 1024, and 2048.
Text sizes (word count) (100,000; 200,000; 300,000; 400,000; 500,000; .........., 1,000,000.

6.2. Results of Experiments

The hash algorithms utilized in this study include SHA224, SHA256, SHA384, SHA512, BLAKE2B,
BLAKEZ2S, MD5, MD2, and RIPEMD160. These algorithms, with key sizes of 512, 1024, and 2048 bits, were
employed on different text sizes 100 times. The aim was to identify (i) relationships between the number of
words and the processing time, (ii) relationships between the key sizes and processing time, (iii) relationships
between the number of words and the entropy of the hex digest, and (iv) relationships between key sizes and
the entropy of the hex digest. Figures 10 through 27 present the experimental results for each algorithm.

Fig. 10. SHA224: Relations between the number of words and time (left)- SHA224: Relations between key sizes and time (right)



108 Mahmoud Badawy

Fig. 11. SHA224: Relations between the number of words and entropy of hex digest (left), SHA224: Relations between key sizes and
entropy of hex digest (right)

Fig. 12. SHA256: Relations between the number of words and time (left), SHA256: Relations between key sizes and time (right)
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Fig. 13. SHA256: Relations between the number of words and entropy of hex digest (left), SHA256: Relations between key sizes and
entropy of hex digest (right)

Fig. 14: SHA384: Relations between the number of words and time (left), SHA384: Relations between key sizes and time (right)

Fig. 15: SHA384: Relations between the number of words and entropy of hex digest (left), SHA384: Relations between key sizes and
entropy of hex digest (right)
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Fig. 16: SHA512: Relations between the number of words and time (left), SHA512: Relations between key sizes and time (right)

Fig. 17: SHA512: Relations between the number of words and entropy of hex digest (left), SHA512: Relations between key sizes and
entropy of hex digest (right)

Fig. 18: BLAKEZ2B: Relations between the number of words and time (left), BLAKE2B: Relations between key sizes and time (right)
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Fig. 19: BLAKE2B: Relations between the number of words and entropy of hex digest (left), BLAKE2B: Relations between key sizes
and entropy of hex digest (right)

Fig. 20: BLAKE2S: Relations between the number of words and time (left), BLAKE2S: Relations between key sizes and time (right)

Fig. 21: BLAKEZ2S: Relations between the number of words and entropy of hex digest (left), BLAKE2S: Relations between key sizes and
entropy of hex digest (right)
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Fig. 22: MD5: Relations between the number of words and time (left), MD5: Relations between key sizes and time (right)

Fig. 23: MD5: Relations between the number of words and entropy of hex digest (left), MD5: Relations between key sizes and entropy of
hex digest (right)

Fig. 24: MD2: Relations between the number of words and time (left), MD2: Relations between key sizes and time (right)
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Fig. 25: MD2: Relations between the number of words and entropy of hex digest (left), MD2: Relations between key sizes and entropy of
hex digest (right)

Fig. 26: RIPEMD160: Relations between the number of words and time (left), RIPEMD160: Relations between key sizes and time (right).

Fig. 27: RIPEMD160: Relations between the number of words and entropy of hex digest (left), RIPEMD160: Relations between key sizes
and entropy of hex digest (right).
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Based on the data analysis, the key size of 2048 bits displayed the highest entropy values across all the tested
hash algorithms. This suggests that elevating the size of the key can contribute to enhanced security levels, even
while using the same hash function. However, it is important to consider the directly proportional relationship
between key sizes and processing time - as the key size increases, so does the time taken for computation. The
2048-hit key proved significantly more time-consuming in all the hash algorithms tested. Given these findings,
a key size of 1024 bits offers an optimal balance between processing time and security level. Ultimately, Table
6 presents a summary of the time cost and entropy levels, reflecting the strength of the utilized hash algorithms:
SHAZ224, SHA256, SHA384, SHA512, BLAKE2B, BLAKE2S, MD5, MD2, and RIPEMD160 with key sizes
of 512, 1024, and 2048 bits.

Table 6. Comparison of Different Hashing Algorithms over 512, 1024, and 2048 key sizes

Index Hash Function Key Size Time Cost Entropy Level
512 Low Strong
1 SHA224 1024 Low Strong
2048 High Strong
512 Low Strong
2 SHA256 1024 Low Strong
2048 High Strong
512 Low Medium
3 SHA384 1024 Low Medium
2048 High Medium
512 Low Medium
4 BLAKE2B 1024 Low Medium
2048 High Medium
512 Low Medium
5 BLAKE2S 1024 Low Medium
2048 High Medium
512 Low Weak
6 MD5 1024 Low Weak
2048 High Weak
512 Low Medium
7 MD2 1024 Low Medium
2048 High Medium
512 Low Medium
8 RIPEMD-160 1024 Low Medium
2048 High Strong

7. Conclusions

In light of the extensive analysis conducted on five distinct hashing encryption techniques, this study yields
several valuable insights that can significantly enhance the current understanding of digital signatures in the
Internet of Things (IoT) context. The investigation underlines the efficacy of the Rivest-Shamir—Adleman
(RSA) encryption method, based on the Miller-Rabin technique, when used with suitable key lengths. Our
results demonstrate that RSA manifests superior efficiency and robust security, making it a viable candidate for
deployment in loT networks. Further, our detailed evaluation elucidates a parity in the entropy levels across
five hashing functions, namely MD2, MD5, SHA, SHA-1, and RIPEMD-160, providing a uniform measure of
uncertainty across these algorithms. It has also been observed that MD2 and MD5 demonstrate superior speed
compared to SHA, which, in turn, outperforms RIPEMD-160 and SHA-1. These findings can inform the choice
of hashing function based on specific computational speed requirements.

The results from autocorrelation and histogram analyses indicate an average percentage of randomness
across the five algorithms. This characteristic is fundamental to the security of the generated digital signatures,
given that greater randomness makes them more resistant to cryptographic attacks. Interestingly, this research
has also revealed specific relationships within the encryption process. A direct correlation exists between the
number of words and time and, similarly, between key sizes and time, offering insights into computational
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efficiency. Additionally, associations were found between the number of words and entropy of hex digest and
between key sizes and entropy of hex digest, elucidating the role of these factors in enhancing security. In
conclusion, this research gives users vital insights into various encryption algorithms, enabling them to make
an informed selection based on their specific requirements. However, it also underlines the need for future work
and potential modifications in these algorithms to achieve a higher entropy percentage, further bolstering
security. As the field of 10T continues to evolve, such an understanding and continued advancement in security
methods will be pivotal in safely realizing the immense potential of this technology.
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